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Purpose Introduction

1 — Introduction

Purpose

This manual provides advanced troubleshooting information specific to the Enhanced Dispenser
Hub (Part Number PA040300XXX) which is incorporated with the Gilbarco® Passport®
system.

IMPORTANT INFORMATION

Only for Passport V8.02 or later systems that support the Enhanced Dispenser Hub.

Intended Users

This manual is intended for the Gilbarco® Authorized Service Contractors (ASCs)/Customer
Specified Contractors (CSCs) who install, service, and repair the Passport systems.



Introduction

Related Documents

Related Documents

Document Number Title GOLD Library
MDE-3816 Passport Hardware Start-up and Service Manual » Passport
+ Service Manual

MDE-3817 CMOS BIOS Setup for Passport Passport
MDE-3839 Passport System Installation Addendum Passport
MDE-4823 Passport System Enhanced Dispenser Hub Start-up and Service Passport
MDE-4910 Passport Enhanced Dispenser Hub Connections Manual Passport
MDE-4926 Enhanced Dispenser Hub Drive Replacement Guide Passport

Required Tools

* Spare Keyboard with PS/2 connection (a USB keyboard will not work)

* Spare Monitor (9” G-SITE® meier may be used)

* Spare USB Mouse

» USB Flash Drive (S704-10001FD) with Passport Recovery Images and Enhanced
Dispenser Hub Operating System Images

* Bootable USB WinPE Drive (created using MDE-4926)

* Anti-static Strap

* Phillips® Hed Screwdriver

* Cable Snips to Cut Tie Wraps

Abbreviations and Acronyms

Term Description

ASC Authorized Service Contractor
ASU Automated Software Upgrade
CRINDe Card Reader IN Dispenser
CSsC Customer Specified Contractor
GUI Graphical User Interface

MWS Manager Workstation

POS Point Of Sale

TAC Technical Assistance Center

Technical Support Center

If you must contact the Gilbarco Technical Support Center, call at 1-800-743-7501
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2 — Using a VGA Monitor for Diagnostics

Connecting a monitor to the Enhanced Dispenser Hub will provide the ability to diagnose
issues with the unit when connecting with remote desktop is not available.

When attempting to utilize a monitor it will be required to load the video drivers as the EDH
will automatically turn off the video feed until the driver is loaded.

Loading the Video Driver

1. Connect a keyboard, monitor and mouse directly to the EDH. (Note: USB Keyboards are NOT
supported. A PS/2 keyboard will be required.)
2. Boot up the EDH in safe mode by depressing the F8 key during start-up.
- From the Windows Advanced Options Menu select “Safe Mode”.
- On the following screen select ““ Passport Production Mode”

3. Once the Window XP Professional box populate hold down the Left Shift Key.
This will populate a log on dialog box.
4. Sign into Windows using the PassportTech account.

NOTE: The password will be notated on the Security Manager Report if the
system has been secured.

5. Using Windows Explorer navigate to the following directory:
- C:\Drivers\Video\Win2K XP\v14.32.3\win2k xpl14323
Run setup.exe
Follow all prompts and selecting all defaults that it display’s
8. Once setup is complete and the EDH is rebooted allow the unit to log into
Windows normally.

e
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3— Determining When a Hard Drive should be
replaced.

Utilizing Current Documentation

Ensure that you are referring to MDE — 4823, Passport System Enhanced Dispenser Hub
Start-up and Service Manual.

Section 5 provides list of start-up messages that have key indicators to determine if the
Hard Drive should be replaced versus reimaged. If you are encountering messages that are not listed
or have questions regarding how to proceed, contact Technical Support immediately (1.800.743.7501).

Considerations

A couple factors should be considered before replacing the drive.

1.

2.

10.

Will the Enhanced Dispenser Hub boot into Windows? (If so, a replacement may not be
required.)

If the Enhanced Dispenser Hub will not boot into Windows,

what error messages are populating on the unit?

Are the dispensers online and operational even though

the MWS or CWS indicates “ DHUB Disconnected “?

Is the Enhanced Dispenser Hub continually or intermittently

rebooting itself? (If so, attempt to isolate components through process of elimination. For
example, if you remove the Compact Flash does the EDH then boot into Windows?)
Has the hard drive in the Enhanced Dispenser Hub been

recently replaced?

Are all connections from the motherboard to hard drive seated

Properly and connected to the proper device. (Reference Section 6 of this document.)
If attempting to access the Enhanced Dispenser Hub via Remote

Desktop , are the correct passwords being used? (Access Notepad or a command
prompt from the Server and type the password from the report. Verify that the proper
case is present and all characters match the report.)

Can you establish a connection with Remote Desktop to the

Enhance Dispenser Hub?

When the EDH is attempting to boot does it stop and display “ NTLDR.SYS is missing *
or a Windows XP Blue scrren? This could indicate an issue with the Hard Drive ,
Motherboard or SDRam in the unit.

Is the EDH continually rebooting at the same point in the startup process? This could
indicate an issue with the Hard Drive , Motherboard or SDRam in the unit.



Event Viewer

When you suspect that the Enhanced Dispenser Hub has a potential hard disk drive issue,
it is recommended that you use Event Viewer to see if it indicates any issues related to the
hard disk drive or controller.

The error messages displayed within Event Viewer will indicate the following:

- Date and time of the occurrence.
- The source device or application involved in the occurrence.
- The occurrence type.
o Information
Warnings
Errors
Success Audits
Failure Audits

O O O O

IMPORTANT

Do not attempt to diagnose any error messages populated by Event Viewer other than the ones
mentioned within this section. All other errors that are indicated causing an impact to the
Passport System Hardware or Software should be immediately reported to Passport Technical
Support for assistance.

Using Event Viewer to Detect Hard Drive and ATAPI issues

1. From the System Maintenance Tool bar select Call Center then Evt Viewer.

E vt Wigner

SWAT

VAT dats




2. Once Event Viewer Populates select System within the left column.

El Event viewer

File
& = | Em|
@ Event Wigwer {Local) System 4,620 eventis)
£ Applic.ation Type | Date I Time Solrce | Calﬂ
2| Security E3Error OUf21j2011 92754 AM  TermServDevices Mo
Intert . I@Ermr OLf21/2011  S27:S4AM  TermServDevices Mol
: @Information aLjzijzolt 12:00:48 ..,  Service Control Manager Mol
@Information oLyzijz01t 12:00:43 .., Service Control Manager Mol
@Information o1jz21jz2011 1200535 .., Service Control Manager Mot
@Information o1fz1jz011 12:00:35 ... Service Control Manager Mol
@Information oLfz1/z2011 12:00:35 .., Service Control Manager Mol
I@Infnrmation 01fz21/2011 1200609 ... Service Control Manager Mol
@Information o1fz1jz2011 12:00:09 ... Service Control Manager Mol
Il‘\:i‘)lnﬁznrmation o1/z1jz01t 12:00:09 .., Service Control Manager Mo
@Information otfz1jzo11 12:00:09 .., Service Control Manager Mot
@Information o1fz0/2011 12:00:39 .., Service Control Manager Mol
@Information 012002011 12:00:39 .., Service Control Manager Mol
@Information 012002011 1Z:00:19 ..,  Service Control Manager Mo
@Information o1jz20/z2011 12:00:19 ... Service Control Manager Mol
IrQipInFormation atfz20/z2011 12:00:19 ...  Service Control Manager Mo
@Information oLfzofzoll 1Z:00:10...  Service Control Manager Mol
[ 3 D pe— N ng 1 100 Saruica Tankrel Mansnse Tyl
il | uk

3. From the top select View and then select Filter from the drop down.

] Sa _ | OO =
File Action | Wiew Help
= = ! | AddiRemayve Columns. ..
{2l Event Miewe @ &l Records 4,620 event(s)
| Applicat | Time Source [ cata]
S e et r 0j21/2011 92754 AM  TermServDevices Mot
Intert ldeat Fivet v 01j21/2011  9:27:54AM  TermServDevices Hol
= rmation 0172172011 12:00:48 ...  Service Control Manager Mo
Find.. rmation 0172172011 12:00:48 ..., Service Control Manager Mo
e rmation 012172011 12:00:35 .., Service Control Manager Mo
ErrTormation 012102011 12:00:35 ... Serwice Control Manager Mo
) Information 01212011 12:00:35 .., Service Control Manager Mo
@Information o1fz1fz011 12:00:09.,.,  Service Control Manager Mo
I:i;.)lnform‘zition 01212011 12:00:09 ... Service Control Manager Mot
@Information 01/z21/2011 12:00:09 ... Service Control Manager Mot
@Information 01/z21/2011 12:00:09 ..,  Service Control Manager Mo
idnformation 01/20/2011 12:00:39 .., Service Control Manager Mo
@Information 01jz2042011 12:00:39 .., Service Control Manager Mot
idnformation  01/20/2011 12:00:19 ... Serwice Control Manager Mol
(E rFormation 012002011 12:00:19 .., Service Control Manager Mo
@Information oifz002011 120019, Service Control Manager Mo
(D} rFormation 0tfz0/2011 12:00:110.... Serwvice Control Manager Mot
(A M nbmrmakinn, . Ofd20io0d 1 1200040 I Caruica Tankral Mansosy th i

iDispIay only records meeting criteria you specify




4. From System Properties change the Event Source to Disk and click
the Apply button.

System Properties dell_dgx i!,

: dellcerc
; Filter delldsa
Ll ! | DfaDriver =
S DfzSwi
Eventbypes— | Dhep
¥ Intaimation DHERServer
V¥ waming dizkperf
Digtibuted Link Tracking Client
V. Engr Distributed Link Tracking Server
drinbioot
. drio
Ewert sovnce: Dhzapi
o Dhzzache
Categomn: dphiZo
dptscsi
EvertiD: dhe3234
e E1008
Hsar EdgeSer
efz
El90=
Computer: EloBus

elrstar

From: iFirstEvent etd00d — =

Iz |LastEvent = |otziaon =l 2ogaen =

Bestare Defaults |
0K I Cancel | Lpply |

5. The only events that will now populate will be any associated to disk events.

[ o

Eoe o Help
= | OEXERR| @

[ﬁ Event Yiswer (Local)
+-£4] Application

Type Date inme Source | Catem
819/2010 1:07:20 AM disk Mone
8fa/2010 2:05:51 AM disk Maone
gi7jz010 2;05:02 M disk Mone
ai4iz0100 7i11:54 PM disk Mone




6. If any events populate , double click on that event for a complete description
of the specific error.

Event |

Date: EREnsipill  Souce:  Disk + I
Tirne: 71154 P Categon: Mone

Type: Error EventID: ¢ + I
zer hAd,
Computer: POSSERYERDT

[escription:
The device, ‘\DevicesHarddiskl, haz a bad block.

For mare information, see Help and Suppiort Center at
hittp: #fgos microsoft comdwlinkfevents. asp.

Data: ' Bytes £ Wiords

0000: 03 00 68 00 0l 00 ba 00 ..h...". il
0002: 00 00 00 00 07 00 04 al ... i
00Ll0: 00 0l 00 00 5c 00 00 o0 ... .0..4 ;J

IT' Cancel | Bl |

The above specific description, \Device\Harddisk0, has a bad block,
indicates that the primary hard drive of the unit has the bad block.

This would be a good indication to perform a check disk on the drive to
ensure that the drive needs replacement.

IMPORTANT INFORMATION

There above error is only an example of one of the possible Disk Errors that
could be reported. It is critical that you utilize the time stamps and descriptions
of each reported occurrence to guide you to the proper path of resolution.

It is critical that you perform the below ATAPI check before concluding
the root cause of failure is the Hard Disk Drive.




ATAPI Errors
IMPORTANT INFORMATION

ATAPI is part of the Enhanced Integrated Drive Electronics (EIDE) interface.

This interface is used between the motherboard data path and the computer’s
storage devices such as Hard Disk Drives, CDRom Drives, and other storage media.

The EIDE interface is built into the motherboard and the ATAPI provides
commands required for controlling the storage device so that the computer
can use the IDE interface and controllers.

ATAPI errors can indicate a possible Motherboard, Cabling, Power supply,
BIOS and/or Hard Drive issues.

1. From System Properties tab in Event Viewer change the Event Source
to atapi and click the Apply button.

Saved System Log Properties 2=

General Filter !

i~ Exvent types
¥ Informiation T Sucoess aud
¥ Wwiarmning I Failureiatdis
¥ Eror
Category: [y ]
Event ID_E, I
Itzer |
Computer; |
From: | First Event = rnzenn =] vtmzean =
To:  |LastEvert | FE R | T T
Restore Defaultz |

[} 4 I Cancel | &pply |
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2. The only events that will now populate will be any associated to ATAPI errors.

[EEE— I i

File Action  View Help

= | EAEEEB| @

(1] Ewent viewer (Lacal) | saved system Log Fikeredview showing 3 of 4 y
application - - —
z Twpe: Dake Time Source. Categot
Security
éError g/efz010 31343 PM atapi Mone
Swstem ! :
Micrasoft-Windows-Forwarding) € Error 8,|'6,|'21 31HEZPM atapi Mone

wWindows PowerShell 010 3:13:21 PM  akapi

Saved System Log

Mone

< R | &1 | ]

3. If any events populate , double click on that event for a complete description
of the specific error.

-11 -



2x]

Ewverit |

Erate:

? Source:  atapi + I
Time; F1343 PM. Categony: Mone

Type: Errar Ewent [l 3 + I
Llzer; P48,
Computer: FOSSERYERD

[escription:

The device, \DeviceildetldePortd, did not respond withinethe tmeout
peniod.

For more information, zee Help and Support Center at
hittp: Afgocmicrosoft comdfwlink fevents azp.

Data; % Bytes ©© Words

g0ood: Of 00 50 00 01 00 ad 0o Lo M- ﬂ
oooE: 00 00 0000 0% 00 04 20 ... i
0o10: 0o 01 00 00 o0 o0 00 oo

0K I Cancel | b [ |

IMPORTANT INFORMATION

There above error is only an example of one of the possible ATAPI errors
that could be reported. It is critical that you utilize the time stamps and descriptions
of each reported occurrence to guide you to the proper path of resolution.

It is critical that you verify that all probable causes are ruled out before replacing
the hard disk drive.




Probable causes of ATAPI errors

- Defective Motherboard.

- Defective Hard Disk Drive.

- Loose Power and/or Data Cabling.

- Defective Power and/or Data Cabling.

- Another storage device connected to the system is faulty causing
Issues with the affected ATAPI address being reported by Event Viewer.

- Improper BIOS programming.

When to use Check Disk

Check Disk is a useful tool that will also indicate if the failure is with the file
structure, data or an actual bad data block on the drive itself.

Keep in consideration that file system corruption can occur due to drive failure as well,
but it can also occur as a result of the unit being hard reset or from forced power off
conditions. This corruption can lead to one or more files being inaccessible and creating
unstable operating system conditions. It is more common to experience impacts on the
database, data files or Passport binaries as a result of hard resets and forced power off
conditions.

Abnormal termination of EDH processes or generally unstable behavior may be a good
indication of file system corruption.

WARNING

When a Check Disk is performed it will take system actions to
attempt to repair any errors detected. Although uncommon, it is
possible for it to remove one or more invalid files or folders, leading
to the EDH becoming unbootable, or Passport failing to start.

This is a small risk, but please be aware that this could occur.

-13 -



How to perform a Check Disk

The following procedure will be followed when you are
working directly on the Enhanced Dispenser Hub or when
using remote desktop to access the unit.

1. Access the Passport Image Control Panel.
2. Select the Administrative Command Prompt.

@Passpurt Image Control Panel M=}

P

Passport Image Control Panel

Fazsport Wersion: 01.28.01.021
Irmage Yersion: 32.8.06

Erand: CONCORD

hachine MName: PASSPORTERS

Current Uszer: passportsupport
Timelone:Eastern Standard Tirme

System Recovery Select Time Zone Rename CWS Chent Install Report Printer
Install APC Software Brand Selection Process Explorer Hanggtle_mﬁe?:lvg:udio
Windows Explorer Ap:;;;::::ﬂ':f;z‘:ﬂ:la'e Secure Erase Files S50L Query Express
Wi% [ZuAnc:m?ri:ihlgrtliJ\;:pl Directory Size Viewer EPS Dashboard
'“‘f{gﬁ;_ﬁ;‘_’ﬁ’e’ SWAT Data Miew "'He:::‘ﬂ':h“k Add FTP User
EXIT Application

-14 -



3. Once the Administrative Command Prompt populates
Type chkdsk /v and press enter. (Note: There is a SPACE between “k” and “/".)

WINDOWS' system 32 cmd.exe

icrozoft Windows HP [Uersion 5.1.260881
CC>» Copyright 1985-2@@1 Microsoft Corp.

cawwindowssasystend2ichkdsk Au

Check Disk will now perform a scan of the hard drive and provide the
results of the scan.

If the scan of the hard drive returned results indicating that it found
Issues with the drive as notated in Figure 1. You will need to continue
Proceed to step 5.

If the results indicate normal drive conditions you should now begin to
Troubleshoot possible software issues or other hardware related issues.

Figure 1.

" WINDDWS' system32, cmd.exe

Microsoft Windows BF [Verszion 5.1.26861]
(G} Copyright 1785-26881 Microsoft Corp.

c:wwindowsssystemd? >chkdsk Av
The tupe of the file system iz NTFS.
Uolume label is Primary.

WARMIMNGY F parameter not specified.
Running CHEDSK in »ead-only mode.

CHEDEK is wverifying files {stage 1 of 3)...
File verification completed.
CHEKDEK is wverifying dindexes <stage 2 of 3>...
i sparse file record segment 15836.

gparse file vecord segment 1585@.

sparse file record segment 27822.
Correcting sparse file record segment 27824.
Correcting sparse file record segment 27826.
Index verification completed.
Detected minor inconsistencies on the drive. This is not a corruption.

Errors found. CHEDSK cannot continue in read-only mode.

c:swindowsssystemd2 >




4. Inthe Command Prompt type chkdsk /r /f and press enter.

WINDOWS  system3 2 cmd.exe

Microsoft Windows HEP [Version 5.1_26881
(C? Copyright 1785-2001 Microzoft Corp.

c:suwindowsssystemd2 >chkdsk ~u
The type of the file system iz HIFS.
Jolume label iz Primary.

UARNINGY F parameter not specified.
Bunning CHEDEK in read-only mode.

CHEDSKE is verifying files (stage 1 of 3>...

File verification completed.

CHEDSK i= verifuying indexes f(stage 2 of 3>...

Correcting sparse file record segment 15836.

Correcting sparse file record segment 15858.

Correcting sparse file record segment 27822.

Correcting sparvse file record segment 27024

Correcting sparse file record segment 27H26.

Index verification completed.

Detected minor inceonsistencies on the drive. This dis not a corruption.

Errors found. CHEDSK cannot continue in read-only mode.

c:suwindowsssystemd2 >chkdsk ~» ~f

This command will check the hard disk for any bad sectors and
attempt to recover the readable data contained within that sector.

5. Select YES when you are prompted if you would like the volume
to be checked the next time the system restarts.

MWINDOWS, system32 cmd.exe

CHEDSK is verifying files (stage 1 of 33...

File verification completed.

CHEDSK is verifying indexes (stage 2 of 3>...

Correcting sparse file record segment 15836.

Correcting sparse file record segment 15858.

Correcting sparse file record segment 27HAZ2Z.

Correcting sparse file record segment 27@24.

Correcting sparse file record segment 27VH26.

Index verification completed.

Detected minor inconzistencies on the drive. This iz not a corruption.

Errors found. CHEDSK cannot continue in read-only mode.
ciswindowsssystemnd2 >chkdsk ~» AF

The type of the file system iz MWIFS.

Cannot lock current drive.

Chkd=zk cannot »un bhecause the volume iz in use by another
process. Would you like to schedule this volume to be
checked the next time the system restartz? (YA/H> v

Thisz volume will he checked the next time the sysztem restarts.

ciswindowsssystem3Z >
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6. To reboot the Enhanced Dispenser Hub type shutdown —r and press enter.

VW INDOWSh system32h cmd.exe

CHEDSK is verifying files <(stage 1 of 3I>...

File verification completed.

CHEDSK is verifying indexesz (stage 2 of 3I>...

Correcting sparse file record segment 15836.

Correcting =sparse file rvecord segment 15858.

Correcting sparse file record segment 27822.

Correcting =sparse file rvecord segment 27824,

Correcting sparse file record segment 27826.

Index verification completed.

Detected minor inconsistencies on the drive. This is not a corruption.

Errors found. CHEDSK cannot continue in read—-only mode.
cowwindowsssystend2 »chkdsk ~» ~f

The tuype of the file system is MWIFS.

Cannot lock current drive.

Chkdsk cannot run because the volume is in use by another
procezs. Would you like to schedule this volume to he
checked the next time the system restarts? (Y/N» y

This volume will be checked the next time the system restarts.

7. The following dialog box will populate and indicate that the system wiill
reboot.

@ Thiz spsten iz shutting down. Pleaze save all

work: in progress and log off. Any unzawved
changes will Belozt, Thiz shutdown was
initiated by PASSPORTEPS PassportSuppart

Tirme before shutdawne:  D0:00:27

—Mezzage-

8. Once the Enhanced Dispenser Hub reboots it will immediately begin
to check the drive. It is recommended that you have a monitor connected
to the unit. This will allow you to monitor the process and results. If there are errors that
cannot be repaired, then drive replacement is recommended.
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4 — How to Determine the Appropriate Recovery
Path.

Replacing the EDH Hard Drive

Verify that the site has a valid Security Manager Report before you begin the process. The
PassportTech password and the iButton password will be required.

If the EDH bootable, attempt to discover what images and backups are available.

Attempt to identify the following:
» Has this location been recently installed?
» Are database backups available at a point AFTER the system was secured?
» Do the backups contain corruption you are attempting to resolve?

When replacing the drive , try where possible to use the WIinPE boot usb drive to load Image
Recovery. Utilizing this process will restore images and database backups. This is also the
fastest and easiest way to get the site trading again.

Only reinstall the Enhanced Dispenser Hub software
from scratch if you have no other option available.
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Restoring Scheduled Backups

Restoring a scheduled backup should be utilized when it has been determined that one or more
of the databases are damaged and cannot be recovered or when completing an overall
recovery manually.

This procedure will restore the system to the latest instance of the database before the failure
occurred.

- Utilize this function when :
o Corruption is found on the unit.
o Repetitive unexplained software feature / functionality issues.
o After replacement of the hard disk drive.

You should only have to manually restore backups in selected circumstances.

These would include:

- Failure of the automatic process (WinPE, Image Recovery boot usb drive) to restore the
database.

- Lack or recovery images or a problem with the recovery images, forcing a reinstallation of
the system.

- Database corruption that is non-repairable.

If it is required to restore from a backup on the EDH, you will typically use the “Restore
Database Server/[EDH” option tab in System Recovery. Utilizing this feature you would only
select to restore the globalstore and network databases and deselect restoration of
configuration information.

Restoring an Image

Restoring an image allows you to determine what you would like to restore based on the
data that is contained within that image.

- Utilize this function when :
o After the replacement of the hard disk drive.
o Unexpected loss of system and software functionality that require a clean installation.

When utilizing the “Reimage “function of System Recovery on the EDH you will be prompted
for the PassportTech password and you will likely also need the iButton password.

Several factors need to be kept in mind before an image is restored. A couple of these
considerations should be:

o Was this image created before or after the system was secured? (If this image was made
PRIOR to system security being enabled, then the Security Manager report and passwords will
NOT be required. If the image was AFTER the system was secured, then the Security Manager
report and passwords will be required for data recovery.)

¢ Do valid database backups exist that will allow the system to be restored to the point required?

o Does this image contain corrupt data or taken in a date range that included the current issue
being reported by the site?
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¢ Do you have the necessary reimaging material in the event that this restoration fails? (Note: In
certain cases, it may be required to perform a clean installation of software. You should be
prepared for this event with proper installation CDs and/or USB drives.)

¢ Do you have the Security Manager Report available to you?

Restoring SQL Server Database

The SQL Server Database houses the configuration and settings for the Enhanced
Dispenser Hub. This may be required if the image or backup that you are restoring
does not contain the latest site data.

- Utilize this function when :
o Restoration of an image does not contain the most recent system data.
o Corruption of current database and a recent database backup resides before
the corruption occurred.

- The databases that would require restoration on the Enhanced Dispenser Hub are:
o GlobalSTORE
o Network
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S — How to determine if Backups are good

Passport System Recovery

Utilize Passport System Recovery on the Enhanced Dispenser Hub to validate the information you are
attempting to recover before you begin the recovery process.

Once you have accessed Passport System Recovery ensure that you have the “Restore “tab selected
left side of the utility.

Scheduled Backups

From the “Restore” feature select “Restore Scheduled Backup — Server/EDH”.

The Status Summary tab will give you generic information about the scheduled
Backup if one exists.

Passport System Recovery PASSPORTEPS

|€f§a Festare

Restore

Fie-lmage Machine Pestore Scheduled Backup - Server/EDH | Bestore Databases - Sarve 4 | b

Thiz option restores all databazes and configuration data from the cirrent scheduled backup. Use thig option DMLY if
yolneed toinitiate & manual restore of data, zap after a restore of & zpecific dizk image. or under the direction of
technical support in order toowork around database coruption. Restaring from scheduled backup can result in the loss of
tecent stare data, depending on the circumstance, so be vem clear that this option s necessam before using it

Thiz option allows you to restore store data from backup. Incomect uzage can result in
’ the loss of Store data. inoperability of Passport. or both. DO HNOT attempt thiz procedure
without contacting Technical Support.

Status Summany | 5 sheduled Backups i

Scheduled backups are available to restore. Refresh |

[1217/2001 11:01 AM]
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Select the “Scheduled Backups “tab and this will populate the following information:
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Location and size of backup.

Version of Passport Software for the backup.
Age of most recent Transaction Log.
Validation Status of the backup.

Passport System Recovery PASSPORTEP:

|5;2;}z Festore

Restore

Ee-dmage Machine Restore Scheduled Backup - ServerEDH | Bestare Databases - Sene 4 | r |

Thig option restores all databazes and configuration data fram the curent scheduled backup. Use this option DMLY if
vou need to initiate a manual restore of data, sap after a restore of & specific disk image, or under the direction of
technical suppart in arder toowaork around database coruption. Bestoring from scheduled backup can result in the loss of
recent store data, depending on the circumstance, so be vem clear that this option s necessam before using it

the loss of Store data, inoperability of Passport, or both. DO MOT attempt this procedure

't Thig option allows you to restore store data from backup. Incorrect usage can result in
without contacting Technical Support.

Status Surnmmary Scheduled Backups

Losation:  [Phgibarcoibackuph Size  [155mb, 274 files
Wersion iD'I.28.D'I.D2L -Bge of most recent Transaction Log !'I mitbes
Status !Scheduled backups appear valid. [1A17/20171 11:00 AM)




Images / Snapshot Information

From the “Restore “feature select “Re-Image Machine”.

The “Status Summary “Tab will give you generic information on the Image if one exists.

Passport System Recovery PASSPORTEP!
Qf;’p Festore Restore
L —
Feplace Hard Orive - SererEDH l Feplace Hard Drive - Client  Be-lmage tachine | Fiesto 4 I 4
- . 5
9@ Repair Thiz option will restore the current version innage for this maching; preserving data and configuration: Thiz would be uzed
i the event of comuption of Passport or operating system files that are not related to hardware failure,
'- DO HOT attempt this procedure without contacting Gilbareo Technical Support.
% Tools . Make sure the problem is accurately diagnosed before re-imaging the machine.

Status Summary  Snapshiot Backup | Seheduled Backupsi Imagesi

Location lF:'\giIbarco\snapshnt\ Size. 141 B
Yersion 101 28.01.02) Date i?a"2?e’2ﬂ1ﬂ 1111 &M Sge 1174 days
Statug ISnapshut iz more than feor houwrs old. (17172011 11:01 AM)

The “Snapshot Backup “tab will give you detailed information about the data to help you determine
the correct path of recovery.

Ensure that you verify the Version, Date and Age of the data before proceeding.
Once you have verified this information and choose to restore the image , the parts of the image

will be verified before the reimage process occurs. If the one or both parts of the image are
damaged and unusable the system will reboot an indicate with an error message.
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SQL Server Databases

From the “Restore” feature select “Restore Databases — Server/EDH”

Restore

Restore Scheduled Backup - ServeyEDH  Restore Databases - Server/EDH | Bollback A51 4 | 4 |

THiS'DpliDr_l allows you to restore store data from backup. Incomect uzage can result in
' the losz of Store data, inoperability of Paszport. or both. DO HNOT attempt thiz procedure

without contacting Technical Support.

= Source

!FZ"-.Q“bEIrED"-.bEIEkup"-. Broimze |

— Diata to restore - 07 2800021

7 ] master
mzdb

1 D
[ GlobalSTORE
1 D

M etworl,

-

E:

&

|

E:

I Bestore non-database configuration [files, registy setings] as of 11642001 1:05:04 A Fefresh |

“erify Selected Data ‘Festore Selected Data

-24 -



Select the databases to be validated and click on the “Verify Selected Data” button.

Restore

Restore Scheduled Backup - Senver/EDH  Restore Databases - Senver/EDH | Rollback AS| 4 | ¥

Thiz option allows pou to reztore store data from backup. Incorrect usage can result in
L the loss of Store data, inopesability of Passport, or both. DO NOT attempt this procedure
without contacting Technical Support.

Source

|F?‘+gﬂ:|alm\.hackur:r"u Browse

Diata to restore : 01.28.01.021
# [ master

- [ medb

% [ GlobalSTORE

& [ Metwaork

I Restore norrdatabase configuration (fles, registry settings) as of 171672011 1:05:04 &M Fefrazh

Yerify Selected Data | Restore Selected Data

This will populate verification and indicate the dates and times of each database.

System Recovery - Restore Databases
!': Yiou have selecked koowerify (kest but nok restore) Fram:

SCHEDLILED BACKLIP

.. located in:
Fiigilbarcoibackoph

The data being verified is:
master - up bo 1116/2011 1:06:06 &M
misdb - up o 162011 1:06: 18 AM
GlobalSTORE - up ko 1162011 1:15:08 AM:
Fetwark - up ko 101712011 °11:00: 23 AM

Are wousure wou wank bo continue?

Yes Mo Cancel

-25 -



Select yes to continue.
Once the validation process completes you will receive a notification on the results

system Recovery - Restore Databases |

j) The database backup werification opetation completed successFully.

Once the SQL Server Databases have been validated and you are certain the date and times
are within the appropriate target , you can proceed to restore the database.
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6 — Motherboard Connection Reference

Enhanced Dispenser Hub Motherboard

The following diagram and connections reference will assist you to determine the appropriate
connections to be made from the motherboard to specific hardware of the Enhanced Dispenser Hub.

Motherboard Connection Location To

CN3 Audio Line Out

CN4 MIC IN

CN15 Serial I/O Board — COM5 RJ45

CN16* Power Connection for Serial 1/0 Board , Hard
Drive and Compact Flash Bridge Board

CN18** Serial 1/0 Board — Pump Loop 1 thru 4

CN19 Serial I/O Board — COM6 RJ45 /| PS2 KB

CN20 Serial I/O Board — Hard Drive LED Indicator

DDR2_A1*** DDR2 SO-DIMM

DDR2_B1 DDR2 SO-DIMM

FAN_CPU3 EDH Case Fan

PRN3 Parallel Port

PWR3 +19V Power Adaptor

RJ45 3 LAN ( On Board )

RJ45 4 COM1,COM2,COM3,COM 4

SATA1 SATA connection for Hard Disk Drive

SATA2 SATA connection for Compact Flash Bridge
Board

SW3 Power On Button

USB3 UsSB1, USB2

UsSB4 USB4, USB 4

JP7 CMOS Clear Jumper

JPQ **** VGA Port

* Yellow Cable on connection aligns to pin 1.

** Red Cable on the connection aligns to pin 1.

*** This resides underneath the PCB.

**** Orange cable on the connection aligns to pin 1.

NOTE: Pin 1 of the connection is indicated as a square on the motherboard diagram.
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Serial 1/0 Board

The following diagram and connections reference will assist you to determine the appropriate
connections to be made from the Serial 1/0 Board to the Motherboard of the Enhanced Dispenser Hub.

CN18 L%’) N [ T
|:| eNpo [T
CN15
CN20
COM COM — L1
6 5 Pump Loop 1 Thru 4 H P
O KYB D w O
D R
‘\../, I'\-..../‘I

NOTE: The LED on the Serial I/O Board indicates if there is proper communication from
Motherboard to the Serial I/O Board for pump loop communications protocol.

LED Status Indication

Steady Flashing | Link Good
OFF Link Down

If the LED Status is indicating a link down condition this could indicate an issue with
either the Motherboard, Serial /0 Board or Interconnect cable.
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7 — Reprinting the Security Manager Report

Overview

The passwords contained on the Security Manager Report are required to access specific
secure functions and features of the Passport.

IMPORTANT

The following process is valid if the site has lost their copy of the Security Manager Report.
To reprint this report you will need at least the Admin account password
And the Security Report Password.

Please refer to MDE-4743 PA-DSS Implementation Guide for further information on
performing specific Security Manager functions.

How to reprint the Security Manager Report

1. Access the System Maintenance Tool Bar and Select EDHub.

i
Rebont

ECH

AT

Security ki

¥

Start EDH
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2. From the EDHub tab select Security Mgr.

=] |0

Security Mar))  Manager Curr. Log

3. Once the Security Manager Interface populates input a username with
administrator access and the appropriate password and select Login.

@ﬂzcuritr Manager - Please Logi

Lizertame; IF'asspu:urtTeu:h

I

Fazswiard:

Login l

Flease Enter Usernarme and Pazsword

Ewit l

SMI | Conmected PSS | Connected  DE | ok

The Passport Tech User Name represented above is only shown as an example.
This does not indicate the appropriate Administrator login for your
specific site that is being serviced.
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4. Once signed into the Security Manager Interface select the System Management
button.

ﬁgﬁecuritr Manager - Admin 3 ﬁl

zer banagement

Bvztem Management

Bemote Support

Exit

SMI | Conmected PSS | Cornected DB | ok

5. Once you have accessed System Management select the Security Manager
Report button.

@Eecuritr Manager - Admin N 5'

System Management

fas Securih ;
hdanagermient klarmager Report

Secure Bepart
Fazsword

Syzterm Security

Repart
Configuration

Exit |

SMI | Connected P35 | Connecked DB ok




6. From the Security Manager Report interface select Print Report.

@ﬁzcuritr Manager --&dmin [ EI

Warning - This report contains
sensitive information regarding
access to the cardholder data
environment and must be secured
in a manner consistent with
PCI-DSS requirements.

Exit

SMI | Conmected PS5 | Cormected  DE | ok

7. This will populate the password entry field. Enter in the appropriate
Secure Report Password and select OK. Once the valid password
is entered the Security Manager Report will print.

Password B

= _

'j 'CNEPSFilestSMINSecurity. .. is protected. Please enter a Document Open Password,

'
i o] 4 Zancel

i,
Enter Passwiord; l




9 — How to Reimage the EDH to the 06 Image

This should be followed in cases where you have a preloaded EDH that needs to change
versions, a site that is switching software versions or any other case you need to get
the EDH back to the original image.

Step 1.

Access the EDH and validate that the two EDH image files are located in
D:\gilbarcolimages. There should be an E3280600.GHO and GHS.

" Images HE I
File: Edit Wiew Favorites Toadls  Help | ﬂ‘
73 o F - ] ! ‘ v
[Q Back 2| ‘ﬁL ‘ / Search i Folders El
Address ig D\GilbarcolImages ;! E G0
Falders ® _Name - | Size | Type | Date Modified |

Eﬁ, Desktap @ asu-p-PASSPORTEPS-01.34.0... 1,551,122 KB IM: File 01/21/2011 356 PM
o EN E=_J asu-srversion.txk 1 KB Text Document 01/21/2011 3:56 PM
I My Documents = i
= ; My Commputer i@ E3280001.GHS 655,925 KB GHS File 12/22/2009 3:59 PM

H < Primary (C1) _ﬂ E3250600,GHD 696,317 KB GHO File 12/22/2009 3:57 PM
[=] % Backup (D)
E I Gilbarco
[ Irrianes
i
I) Logs
H ) SWUPGRADE
| RECYCLER
25 System Yolume Informatio
] S S704-1000Z (E:)
[# = Local Disk (F:)
[ e WInPE ()
# |2 shared Documents
& [ Passport's Documents
= .:_-J My Metwark Places

< |

4 abjects (Disk Free space: 17.1 GE) 276 GB iTM'f Complter

4 start| B RunningPerc “_ - Images 11:36 AM
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If the images files are NOT present on the EDH proceed to Step 2.
If the Image files ARE present on the EDH proceed to Step 3.

Step 2.

If the images are not present you will need to copy them. You can do this by inserting a
thumb drive (part number S704-10001) which contains the images into a USB slot on the
EDH and copy and paste the EDH images into D:\Gilbarco\images.

If you do not have a USB drive then you would need to share the Servers CD drive by
going into Local Resources on your Remote Desktop connection to the EDH.

H Remote Desktop Connection

Generall Display Local Resources I F'r-:ugramsl E:-:perienu:el Securit_l,ll

— Remote computer sound

ﬂ@:{ IBring b this complker j
— Kevboard
Apply Windaws key combinations
[for example ALT+TAR]
IIn full zzreen mode only j

~ Local devices
Connect autormatically to these local devices when logged on
ﬁ to the remaote computer:

[ Senial ports

Connect I Cancel Help Optionz <<

Once connected and on the EDH you should access windows explorer and copy the
files from the CD drive on the server into D:\gilbarco\images on the EDH. You will have
to insert one CD at a time and copy the two files displayed in the figure above.
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Step 3.

Open a DOS prompt and sign on as an admin by typing in the runas command to sign
on as PassportTech. Then enter the Password which is 911Tech.

Runas /u:passporttech cmd

| File Edit WiE Favorites Tole Hell f“ |
:["QBack - J - 4;-‘:" - Search | olders E"
' Addrass 1':‘; De\GibarcoiImages ‘:J @ Go
I = Zreell e 1 =i s 1o o
Falders = -
|, ¢ | Command Prompt - run
(& Deskior oy
RSB (G Copyright 1985-2881 Microsoft Corp.
=| i "
'l; _‘f C:sWINDOUWS“Profiles Passport>runas su:passporttech cmd
N Fnter the password for passporttech: _
E s
[F S
[ S
= @
2 Y
H (=
=
IR | =
4 abjects (Disk Free space: 17.1 GE) 12,76 GE _ﬁ’ My Computer
& Starti B FunningPerc i (¢ Images ”E Command Prompt - ... | 1143 Am

If the system has been secured and you are reimaging
to the 06 image the password will NOT be 911Tech you
would need to enter the password from the security
report.
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Step 4.
From the administrative command prompt type:
cd c:\gilbarco\sr\bin
and press enter you should now be at:

c:\gilbarco\sr\bin

¢+ [cmd {Funning as PASSPORTEPS' passporttech)

Microzoft Windows HP [Version 5.1.268081
CC» Copyright 1785-2801 Microsoft Corp.

C:sUINDOWSssystem32 »cd c:isgilbarcossprshin

C:x»Gilbarco~SR<hinXx_
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Step 5. (AT THIS TIME REMOVE YOUR THUMB DRIVE)

From the administratice command prompt type: sr/action=restoreimage
/path=D:\gilbarcolimages\E3280600.GHO /tool=ghost /reboot=true and press enter. The
EDH should reboot and then begin imaging.

i |cmd {running as PASSPORTEPS passporttech)

Microsoft Windows ¥P [Uersion 5.1.26681
(C» Copyright 19852801 Microsoft Corp.

CasWINDOWS s ystemd2 rods.

C:s>od gilbarossrpshin
The system cannot find the path specified.

GC:nred gilbarcossrsbin

C:vGilbarco“SRbin>sr Aaction=restoreimage ~path=d:“Gilbarco“Inages“E32886080.GHO

stool=ghost srehoot=trueg

NOTE

There should be spaces after sr, image, .GHO and ghost. Once
you type d:\ you can type in G and press tab and it will populate
Gilbarco. Then you can type in \i and hit tab and it will populate
images. Then you can type in \E and hit tab twice and it will
populate the proper image to restore. Ensure it says .GHO at the
end.

NOTE

You can watch the EDH image with a monitor connected to it or
you can run a constant ping to 10.5.50.2 -t to know when it
finishes.
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Step 6.

Once complete, log into the EDH through remote desktop, you should now be able to do
this without enabling remote support.

There should be a pop up on the screen to reboot the EDH. Go and select yes to reboot

the EDH (if there is no messages proceed to the next step).

Once it reboots get back into the EDH through remote desktop and access windows
explorer and confirm your drive mapping on the EDH, it should look like the example

below.

% Primary (C2) = ES

L

Pazsport

Collect Log

5 AUTOEXEC.BAT

5 EDHub

OKE M5-DO5 Bakch File

System Maintenance

Testers

' @e

Cal Benter

Heup.

02/17/2009 5:55 PM

o

Shutdow

File: Edit ‘View Favortes  Tools  Help | :;"
@ Back - ‘-_) - Iﬁ' | P ! Search '4' _ Folders | '
fddress Iv'-d' i j Go
Falders % | MName = SizeJ Type | Date Madified | -
[@ Desktap — Config . Msi File: Folder 05/04/2011 4:04 PM
= _r_-h My Dacinints =;| Drivers File Folder 08/27/2009 4:40 PM
= tJ My Computer I-_‘_"]Gilbarco File Folder 01f20/2011 3:28 PM
B Frirnary (1) LJjInetpub File: Folder 07/24/2009 3:56 PM
H Backu (: ;!install_lngs File Folder 01/21/2011 3:57 PM
[ < Lacal Disk (F5) -— 'QInstaIIs File Folder 12/07/2009 1:32 PM
3 e ) —i=Hatel File: Folder 02/18/2009 9:44 AM
& B’ cantrol Panel 'ﬂjaxb2 File Folder 01§20/2011 3:28 PM
- Il'-" H 1 ' o .
M |:| Sharad Docirienic ;I";Ik,lnsg;rchwe ?EIl;erzngESs Ffle Folder 05/06/2011 2:39 PM
i B Paseidete Bostinante LIMSS0LT File: Folder 02/18/2009 9:53 AM
= ‘g My Netwark Places h_'_"l Passport: Filer Folder 05/04/2011 4:12 PM
CiPerl File Falder 02/18/2009 10:14 AM
) PersistentDataManager Test File Folder 01)20/2011 3:39PM
[ Program Files File: Folder 01/20/2011 3:29 PM
RECYCLER File Folder 12/22/2009 2:49 PM
System Wolume Information File Folder 05/04/2011 4111 PM
i Temp File: Folder 01/20/2011 3:40 PM
(Chtarque File Folder 01/20/2011 3:30 PM -
|2 W TMD O S File: Falder 08/05/2010 7:54 AM
!
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Step 7.

If your drive mapping is correct proceed to Step 9.
If it is not correct proceed to the next step.

Step 8.

From the start bar open up a command prompt and type in the following commands.

1. Net stop dlhandler
2. Net stop asusvc
3. Net stop startprocsvc

Now perform the steps listed below:

e Start -> Control Panel -> Administrative Tools -> Computer Management (then “right
click” to bring up menu).

Select RunAs and select user PassportTech and enter the appropriate password.
Select Disk Management

Select the drive labeled D and go to Action, All Tasks and Change Drive letter and path.
Assign the Compact Flash which should be assigned D drive to “F”

Repeat to assign the “Backup” drive which should assigned T to “D” if not already
there.

e Close out of Computer Management
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E Computer Managenment

=l g File  Action Miew  Window Help

I ] S |
e

= (BE 2 [ XSS o

Performance Logs and Alerts
z Device Manager
= Skarage

- Removable Storage
. Disk. Defragmenter
Disk Management 2| |

‘g Computer Management {Local) Waolume I Layouk | Tvpe | File Swskem | Skatus | Zapacik: | Free
Eﬁ System Tools =IBackup (D:) Partition Basic MTFS Healthy 10.03 GBE Z2.5Z
@ Ewent Yiewer =MBackupCF (F:} Partition EBasic NTFS Healthy 391G 1.9%
% Shared Folders SDPrimary (C:)  Partition Basic NTFS Healthy (System) 49.50 GE  46.C

-¥8§ Local Users and Groups EIWInPE (%) Partition Basic  NTFS Healthy 15.00 GB  14.5

i

E]--& Services and Applications

=¥Disk 0
Basic Primary (C:) WinPE (X:) Backup (D:)
74-_53 GE 49,50 GE NTFS 15,00 GE NTFS 10,03 GE MTFS
Online Healthey {3ystem) Healthey Healthy
EFDisk 1
Easic ackupCF (F:
3.91 GBE .91 GE MNTFS
Online ealthy <

< |_;| B Frimany partition

Change Drive Letter and Paths For F: {BackupCF} sl I

Lillow access to thiz volume by uzing the following drive letter .

=2r

Enter a new drive letter ar path for F: [BackupCF).

% Azsign the following drive letter:

€ Mount i the following empty HTES falden

Change Drive Letter or Path

M N—Ci{l:—'tﬂ:ﬂ.D'UDZZ'_F"—_ID"'I

Add... Change... Femove I

Ok | Cancel |

From the start bar open up a command prompt and type in the following commands:

1. Net start dlhandler

(you may receive an error starting dlhandler it is safe to proceed without worry)

2. Net start asusvc
3. Net start startprocsvc

You are now ready to load your software on the EDH. Proceed to the next

Step!
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Step 9.
Access windows explorer on the server and go to C: Epsfiles\DLH\OLD.

You should see two files one should be the base software version and one should be
the patch.

Highlight the base passport version and copy and paste it or drag it into the DLH folder.

@& C:EPSFiles',DLHOLD g [
File Edit  Wiew Favoribes  Tools  Help | lﬂr
& S I | S search | Folders | % @ X )| [

Address (=) C:\EPSFilesiDLHOLD | Go
Falders | Size | Type | Dake Modified

@ Deskkop 0,225 KB Compressed (zippe... 0171802010 4.0
& LI:B My Dacuments 22,727 KB Compressed (zippe...  10/01j201011:
B W My Computer [EEPS_01.2.02,02H.21P 23,785 KB Compressed (zippe... 0171702011 12:

=l G2 Local Disk (C:)
() 5.03.52.02G

[# 7)) Documents and Settings
|3 Drivers
El £ EPSFiles

= E‘Lm_ﬁ.B‘I.DZDLZIP
= o <\

if:l Logs
[h POReCwr
ﬁ'} Reports
# I7) Gilbarco
(= Inetpub
[ install_lags
# |53 Installs
() jaxbz
5 Logérchive
(L) M5SQLT b
() Passpart
[+ ) Perl
| Program Files
[ Svskem Yolume Information

'|j Temp
() torque
[F1[F Werifons 2 1 I I ﬂ
;’[;*5tart| | & | €2 passport ... | <4 10.5.50.2- ... | @ Commandpr... | W untitled - Paint |[ 5 cEpsFiles... | % T 3:20m
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Step 10.

Access the EPS Dashboard and click the button under Connect to EDH services labeled
Automated Software Upgrade (ASU)

@Gilharcu EDH Dashboard Main Menu -0 x|

Last Status IFleceived ConnectedE vent frorm PEPSEridge

Connect to EDH Services: Server Pending Pkas:
Autornated Software Platfarm Suppart Branding and EF5_01.34.02.01
Upgrade [&50] [F55] Activation
Lazt EDH Meszzage Summary
4510 Connected to Pazzport EPS d
Refresh List |
J Push &nd Inztall Packages on EDH

You should now be viewing the ASU tab. You should see it displaying Connected.
Waiting on Status

@Gilharcu EDH Dashboard Main Menu - o] =]

LasESiatus IF!eceived ConnectedE vent from PEPSEridge

I AS5U Cormmands I Brand activation I FPlatfarmn Support I Directarplizting I Securitubdanager I Raw =ML Data I
Passport Software Version Management Utility

Current action Time : 00:00:00
Connecting to ASU Service

| 0% complete |

Current step
Connected. Waiting on status

™

Click the home tab and then click Push and Install Packages on the EDH your base
version should now begin to install.
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@Gilharcu EDH Dashboard Main Menu Y ] |

Last Stabus IFleceived ConnectedE vent fram PEPSBridge

IASU I ASU Commandsl Brand.-".&ctivationl Platfarm Suppu:nrtl Director_l,lListingI SecurityManagerI Raw kAL Datal

Connect to EDH Services: Server Pending Plkgs:
Autornated Software Platfarm Support Eranding and EFs_07.34.02.0
Upgrade [&511] [F55] Activation

Lazt EDH Meszage Summary

A5 Connected to Pazsport EPS ;I
Refrezh List |
_I FPuzh &nd Inztall Packages: on EDH

™~

Your software install will be complete when you see the following ASU screen. ASU will
be disconnected while the EDH reboots.

@Gilharcn EDH Dashboard Main Menu -|0o] =]

[ asESHatis IEunentI_l,l Dizconnected - requesting connection to ASU Brdge ..

| ASL Enmwﬁ.ctivationl Flatfarm Supportl Director_l,lListingI Securil_l,lManagerI Raw ML Data

\ Passport Software Version Management Utility

HOME £

Current action Time : 00:10:08

[ 0% complete ]

Current step

The following versions have been successfully installed on this system : 01.34.02.01

B
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Step 11.

You will now need to brand the EDH. Check to ensure the EDH has reconnected by
checking the last status.

Go to the branding and activation tab and click Connect to EDH install. In a few seconds
the Set Brand and Activate Secondary PSP’s on the EDH button will appear.

Click the Set Brand and Activate Secondary PSP’s on the EDH button.

@Eilharcu EDH Dashboard Main Menu -0l =]

Lazt Status ILast request has failed. Service iz INOPERATIVE, needs a walid configuration

HOME I A I ASU Commands  BrandsActivation | Platform Suppu:urtl Direc:tu:uryLiStingl Seu:urityManagerI Faw =hiL Datal

| Connect to EDH Install

. Server Brand: [RBSwWORLDPAY]
Set Brand and Activate

Secondary PSPs on EDH Server Secondary Mebwarks Active:  [Auxiliary Mebsork--Local Accounts Metwark-]

\ EDH Brand:

Note: Do not be alarmed by the message above in the Last Status bar. It is normal and
will not cause you any harm. Also note the EDH currently has no brand this should
change once branding and activation is complete

@Gilharcu EDH Dashboard Main Menu —10] =]

Last Status I.-’-'-.c:tivation and Branding &pproved

HOME I a5 I Asu‘c%ms\&andmctivation I Platform Suppnrtl Directnr_l,lListingI Securit_l,lManagerI Ftaw 2<hAL Datal

Connect ta EDH Install |

i Semver Brand: [RES- W ORLDPAY]
Set Brand and Activate

Secondary PSPz on EDH Server Secondary Metworks Active:  [Susxiliany Metwark--Local sccounts Nebwork-]

EDH Brand: RES- W ORLDPAY

N
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Step 12.

It is now time to install your patch. Go ahead and close out of your dashboard window.

You should now access windows and copy your patch from c:\epsfiles\DLH\OLD back
into DLH

@& C:EPSFiles'.DLH\OLD o o |

File Edit Wiew Favorites Tools  Help | l’(’

@ Back = CJ = b ] | ,,"- Search | [ Folders | B X ) | [~

Address I;] C:\EPSFilesiDLHYOLD j =
Folders X || Mame = | Size | Type | Date Madified
(@ Desktop af [EEPs_01,34.02.01.ZIP 90,225 KB Compressed (zippe...  01f/18/2010 4:0

& 1S My Documents E1EPs_01.3%.02.02G. 21 22,727 KB Compressed (zippe...  10/01/2010 11;
= 9 iy Computer (E1EPS_01.%5.02.02H.2IP 23,785KB Compressed (zippe...  01/17/201112;

=l a2 Local Disk (2
(T 5.03.%x.02G
[ |5 Documents and Settings
[ ) Drivers
=l [ EPSFiles
F= 76 &;.nznzw
() Logs
[T PDRecyr
(& Reports

H 1) Gibarca
H () Inetpub
) install_logs
# [ Installs
(D jaxbz
# (5 Logarchive
H [T MSSQL?
[# () Passport
H 5 Perl
& (5 Program Files
[ System Yolume Information
Q; Temp

() torque
F = werifone j ﬂ I LI
ﬂjStartl | & | £ Passpart Ini.., | B8 Command Pr... | o | C:\,Gilbarcn'l,T...l 3 Gilbarco EDH. ., ”‘_:} C:\EPSFiles... |%> =M 440 em

=io

If there are multiple patches you only need to copy the
current patch.
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Access the EPS Dashboard and click the button under Connect to EDH services labeled
Automated Software Upgrade (ASU)

@Gilharcu EDH Dashboard Main Menu -0 x|

Last Status IFleceived ConnectedE vent frorm PEPSEridge

Connect to EDH Services: Server Pending Pkas:
Autornated Software Platfarm Suppart Branding and EF5_01.34.02.01
Upgrade [&50] [F55] Activation
Lazt EDH Meszzage Summary
4510 Connected to Pazzport EPS d
Refresh List |

Push &nd Inztall Packages on EDH

You should now be viewing the ASU tab. You should see it displaying Connected.
Waiting on Status

@Gilharcu EDH Dashboard Main Menu _ - o] =]

LasESiatus IF!eceived ConnectedE vent from PEPSEridge

I ASU Commands I Brandsactivation I FPlatfarmn Support I Directorplisting I SecurituManager I Raw ML D ata I
Passport Software Version Management Utility

Current action Time : 00:00:00
Connecting to ASU Service

| 0% complete |

Current step
Connected. Waiting on status

™

Click the home tab and then click Push and Install Packages on the EDH your base
version should now begin to install.
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@Gilharcu EDH Dashboard Main Menu i Y ] |

Last Stabus IFleceived ConnectedE vent fram PEPSBridge

I ASL I ASU Commandsl Brand.-".&ctivationl Platfarm Suppu:nrtl Director_l,lListingI SecurityManagerI Raw kAL Datal

Connect to EDH Services: Server Pending Plkgs:
Autornated Software Platfarm Support Eranding and EFs_07.34.02.0
Upgrade [&511] [F55] Activation

Lazt EDH Meszage Summary

A5 Connected to Pazsport EPS ;I
Refrezh List |
_I FPuzh &nd Inztall Packages: on EDH

™~

You should see the patch version showing here not the base
version.

Your software install will be complete when you see the following ASU screen. ASU will
be disconnected while the EDH reboots.

@Gilharcu EDH Dashboard Main Menu | =10] =|

LasESiatis lEurrentI_l,l Dizconnected - requesting connection to ASL Bridge .

I A5 Ewandfﬁctivation I Platfarm Support I Directarplizting I Securitubd anager l Raw xhL D ata
Passport Software Version Management Utility

Current action Time : 00D:10:52

HOME |

| 100% complete |

Current step

The following versions have been successfully installed on this system ;| 01.XX.02.02H

™

You have now completed the EDH Reimage!
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